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FROM FIREWALLS TO CYBERATTACKS

In the early days of the web—prior to social networks and before there were 25 million
Vietham infernef users—the Government of Vietnam exercised online censorship by
blocking politically sensitive websites. The firewall prevented infernet users in Vietnam
from accessing oufside websites operafed by the diaspora thaf discussed democracy,
religious freedom or news crifical of the Hanoi regime.

As web blogs became popular, facilitafing the participation of Viethamese in online
political discourse, authorities resorfed to harassing and even jailing prominent bloggers.
Several renowned bloggers such as Dieu Cay and Tran Khai Thanh Thuy are currently
imprisoned for their peaceful expression. Beginning in 2008, authorifies extended the
legal pretext for censoring blogs and monitoring the internef. (See Vietnam’s Blogger
Movement: A Virtual Civil Society in the Midst of Government Repression by Viet Tan,
April 2009).

In recent months, the government has stepped up efforts to restrict internef freedom by
ordering local infernef service providers to block access to Facebook and other social
networking sites.
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ENVIRONMENTAL OPPOSITION
PROMPTS MAJOR HACKING
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ENVIRONMENTAL OPPOSITION PROMPTS MAJOR HACKING

Vietham’s largest movement for civil action fo dafe coalesced over concern for the
environmental and security risks of mining bauxite, a mineral used fo produce aluminum,
in the ecologically sensifive Cenfral Highlands. In March 2009, leading academics
inifiafed a pefition calling on the government fo reconsider its bauxite policy, especially
the involvement of a Chinese sfate-owned company nof known for its environmental
stewardship. Wirhin months thousands of concerned citizens had signed the pefition.

The organizers created a website
named Bauxite Vietnam
(Www.bauxitevietnam.info), hosted on a
server in France, which atfracted nearly
20 million hits by December 2009.
Faced with this new challenge,
authorities sought fo shurdown the sire
and divide and infimidate  the
organizers.

Through massive disfributed denial of service atftacks (DDoS) in December 2009 and
January 2010, authorifies crashed bauxitevietnam.info. One of the ways they generated
the compufing capacity fo assault Bauxite Vietnam and disguise fheir role was by
infecting the computers of many unwitfing users. Hackers swifched a popular soffware
for inputting Viefnamese-characters written by the California-based Viethamese
Professionals Society (VPS), called VPSKeys, with a malicious version that fook over
people’s computers, according to McAfee and VPS.

To get users to download the malware, given the name W32/Vulcanbot by McAfee, a
fake email from VPS was circulated asking people to download the "new” (malware)

version of VPSKeys. > VPSKeys is a popular software for inputting

Vietnamese language characters.

o3 VPSKEYS 4.3 %)
Once users installed the malicious } )

i Bidu Chinh | Hodn Chuvén | Técks Ko Thuat |
soffware their compurer became part of - BinaMa
a botnet controlled by the hacker. 502 Bana M |-Unicods =
3 font: TAHDMA
Infected computers (a.k.a. zombies) Jron: T
~Sha Nt DAu

would phone back fo a dynamic h
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Domain Name System (DNS) to receive

insfructions, one of which was fo aaaa g’ a d a a
perform a denial of service attack on ERLEN ENEN BN BN EN EN R
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bauxitevietam.info. According fo st Gl
McAfee, the boftnet was primarily
controlled from IP addresses in Vietnam. Blén Soan | Ok Nang | Gipdd |
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These affacks happened around the same time as the China/Google aftack, causing
Google to be suspicious and work with McAfee fo analyze the bofnef. The ftwo
companies publicized their discovery of the VPSKeys malware through blog posts on
March 30, 2010. While the China affair prompted their investigafion, both McAfee and
Google have ruled out that the Vietnam incident was related to events in China.

The hacking of bauxiteviernam.info was part of a larger, organized effort fo squash the
environmenfal movement. In December 2009, forged emails of pefition organizers were
widely circulated online. These emails sought to sow division by accusing fellow
organizers with various improprieties. One email under the name of Pham Toan, a co-
founder of Bauxite Vietnam, announced thaf he was quitting the movement. Pham Toan
subsequently gave radio interviews on BBC and RFI confirming that he never wrote such
an email.

In January 2010, security police repeafedly detained Nguyen Hue Chi, Pham Toan and
other parficipants in the bauxite movement as a means of infimidafion. Bauxite Vietham
currently operates on blogspof.com and wordpress.com which are much harder for
hackers to shut down. It has launched fthree separate websites (boxitvn.nef, boxitvn.org
and boxitvn.info) which have been under regular attack since January and are firewalled
in Vietnam.

WE EXPRESS TO FREE
THE OPPRESSED

> Blogger Dieu Cay called for a boycott of the
Beijing Olympic torch relay.

- S "R

2070 International Women's Day

FreeThuyNhanNghien muttiply.com

> Viet Tan is actively campaigning for the release of
three prominent Vietnamese women cyber activists.
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LEADING POLITICALLY-ORIENTED SITES TARGETED

Beginning in December 2009, numerous Viefnamese-language websites hosted on
servers oufside of Viefnam either had their admin passwords stolen or suffered massive
distributed denial of service aftacks. These sites included personal blogs (Osin, Vang
Anh) and discussion forums (x-Cafe, Dan Luan, Talawas, DCVOnline) popular among
readers in Vietnam.

i
% EUAI m B LO G OS | N G oy fim 517 o6 dom & tén cao & Ngon o0 tm 5

TRaNG CHl VETACGIA DANGKY BDANGNHAP RSS

THONG BAO NGUNG HOAT BONG

Vi LY DO PHAI LO CHO CUQC SONG, COM AQ GAO TIEN, TOI KHONG CON HUNG THU
VO VIEC VIET LACH. THON GIAN QUA TOI CONG KHONG CON ¥ TUGNG Gi MO1, MAT
KHAC, TOIVA GIA BINH DANG CHUAN BI 81 MY BINH CU'. NAY TOI XIN THONG BAC DONG
CUA ViNH VIEN BLOG OSIN

TRAN TRONG CAM ON CAC BAN BA UNG HO TRONG THOT GIAN QUA

Osin = Huy Dirc

Ban quydn © 2008-2010 cda Biog Omn .
> Hackers announce closure of Blog Osin.

Journalist Huy Duc, who operafes the Osin blog, had been fargeted by authorities for
over a year. Under government pressure, his employer at a state-owned newspaper
was forced fo fire him in June 2009 affer he blogged abour the inhumanity of the Berlin
Wall. When hackers fook over his site in January 2010, they posted a fake good-bye
nofe from Osin fo readers. The demeaning announcement said Osin was giving up
blogging because he “ran out of new ideas” and would focus on “personal pursuits,
food and clothing.”

A ficfifious nofe also appeared on

Ban Chim Viét T ——

DCVOnline.net affer this news and
e e e e ]

discussion site was hacked. The THONG BAO NGUNG HOAT BONG

note claimed The site was C|Osing SAU HON 10 NAM HOAT BONG, DAN CHIM VIET DA NHAN DUQC SU €0 Vi, DONG GOP

NHIET TINH COA DOC GIA. TUY NHIEN, Vi MOT SO MAU THUAN NOT BO GITTA CHI NHANH

H H DAN CHIM VIET TAI BA LAN VA GIAM BOC NGUYEN NGOC OANH TAT MY, NAY CHONG TOI
dUe ro Inrernal COHﬂICTS and XIN THONG BAO BONG CUTA DAN CHIM VIE T ONLINE
) X i CHONG 101 CONG XIN LOT BAUXITE VIET NAM VI KHONG THE DANG BAT CUA BAUXITE
apolog|zed for no[‘ pUbl|Sh|ng an NHU DA HUA VOT ANH PHAM TOAN KHIEM TON
TRAN TRONG CAM ON BOC GIA DA UNG HO TRONG THIE GIAN QUA

article purporftedly submitted by o 0
one of the Bauxite Vietham oo

. > Hackers leave a note on DCVOnline.net.
organizers.

In an effort to infimidafe the in-counfry and overseas Viefnamese internef community,
hackers posfed online the enfire user dafabase of the x-cafevn.org discussion forum.
The login name, email, locafion and IP address of over 19,000 users were publicly
displayed. In addifion, alleged profiles of the admins and various activists associated with

x-cafe.org were posted on .www x-cafevn-db.info

www.viettan.org/en




Trang chd Herw ta hack X-CAFEVM Canh gdch thénh vign M3 ngay midt nhan vat
Danh &4ch thanh vign Can Luan Pape: |1 |2 |3 | ¢ |5 |Ta vl fie Ay A0
Order username | email yahoo Jjoindate pﬁ-| birthday | ipaddress  country
1 |effrey e JeffreywnkElvahoo.com 15/9/2005 4546 3/5/1972 203.162.174.2% WM
2 anhaque dungthal @yzhoo, com 2007|3509 203.160.1.49 VN
3 |buiphan hoaphudul mail.com 112007 [2820 125.214.63.15 i
4 |tho_than_than_tho thothan_than_tho@yahoo. com 16/11/2005 |2351 54.166.25.62 VN
5 |Mai Chi Nhat elfknight2s hoo.com 22/1/2007 |2155 58.186,169. 143 WM
& |NguoiCongSan mm4rum heg.com 30/6/2005 |2129 203.162.3.156 VN
7 [B%h heg.com mary_popper 14/11/2005 |1877 58, 166,44, 654 VN
8 _|chinhinghiz dieu_hoa_khong_khigyahoo.com.sn 24(1/2007 |1731 58.167.40.9 WM
9__lanhi daica emaiidal gral.oom 28/4/2007 |1634 58.166.2.75 VN
10 |Q5BUsIness ngooguang 18877 yahoo, com 18/9/2005 |1669 589.186,56.195 VN
11 |PatriotVMCH viman samilazeiyahoo.com 25/10/2007 |1374 58.186,242. 238 WM
12 |yuna_admirer chausuangdiyahes.com 13/9/2005 [L304 220.231.109.233 VN
13 |Wan Minh vanminthanoibyahoo.com 23/ 32008 1397 203.180.1.44 WM
14| minh, hoo.com 13/9/2005 1139 203.162.3.146 VN
15 |anhoang trungtuo anhoas hoo.com. 122007 [1137 125.214.1.107 WM
16 |Duplicated bnctvajextzligmallinator.com 14/9/2005 [1058 54.186.0.232 VN
17 [TQTH congh com £9/9/2006 (1051 54.186.178. 247 VN
18 idmi |.com 17/1042005 1041 203.162.3.152 N
10 |MarcPopper hal.sgonébgmall.com mars_poppar 29/12/2006 1015 58.186.178.22 VN
20 |Panda pularbeer] 952 Gyahoo.com 28/4/2007_[1013 203.162.3.159 WN

> Private user information from x-cafevn.org posted online.

According fo people knowledgeable with the situafion, these profiles consisted of
assorted real and fake defails. The objecfive was fo make the web community believe
that Hanofi's intelligence agenfs working with hackers could obtfain dossiers on virtually
any Viefnamese activist or infernef user. Hackers gor access to x-cafevn.org by using
malware to steal the password of an admin for the site.

LEADING POLITICALLY-ORIENTED

SITES TARGETED
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AGAINST VIET TAN

HACKER ATTACKS AGAINST VIET TAN

The Viet Tan website routinely experiences DoS and DDoS aftacks on a small to
moderafe scale.

On April 30, 2009, vieffan.org suffered a major denial of service attack. We believe
hackers from Vietnam employed the xFlash affack mefhod. They hacked info several
other websites and installed a program named vnaftackerpop.swf. Visitors to those sites
unwiffingly ran the script on their compufers and subsequently affacked vieftan.org.
During a five day period, the viettan.org server was inundafed with tens of millions of
requests.

Viet Tan contacted the sites that confained the aftacking script and requested ifs
removal. The denial of service affacks consequently ceased. The fiming of the affack had
a polifical significance. April 30th marks the fall of Saigon fo communist forces.

The viettan.org server also experienced numerous aftempts of unauthorized entfry and
brute-force password cracking of infernal email accounts. These attacks happened on a
frequent basis. Affer web administrators blocked the IP addresses from where these
affempts orginiated from, hackers would simply switch to a different set of IP addresses.

DENIAL OF SERVICE | HACKER ATTACKS

DATE OF ATTACK SITE CONTENT SERVER
LOCATION
Feb. 2010 - present www.blogosin.org Blog United States
Jan. 2010 - present www.doi-thoai.com News United States
Jan. 2010 - present www.caotraonhanban.com Pro-democracy United States
Jan. 2010 www.danluan.org News and discussion United States
Jan. 2010 vanganh.mulfiply.com Blog United States
Jan. 2010 www.x-cafevn.org News and discussion United Stafes
Jan. 2010 www.dcvonline.net News and discussion United States
Dec. 2009 - Jan. 2010 www talawas.org Commentary and discussion | United States
Dec. 2009 - Jan. 2010 www.bauxitevietnam.info Environmental opposition France
Apr., May, Dec. 2009 www.vieftan.org Pro-democracy France

> Partial list of cyberattacks against websites based outside of Vietnam.

Viettan.org is generally firewalled in Vietnam. Occasionally, infernet users in Vietham
have reported that the firewall had been liffed and they could access the Viet Tan
websire. This opening of the gafes usually coincides with a denial of service affack from
Vietham—one sure sign that the hacking affacks are sponsored by Vietnamese
government authorifies

Besides rargetfing Viet Tan’s computing infrastructure, hackers routinely targeted Vief Tan
members direcfly by emailing malware disguised as normal documents. A few Viet Tan
members have had their computers affected with malware allowing hackers fo obtain
working email correspondences. Recently, hackers published these email messages on
www.x-cafevn-db.info, a site boasting their exploifs.

www.viettan.org/en




POLICY RECOMMENDATIONS

1. Condemn cyberattacks by Vietnamese authorities

By fargeting websites and internef users outside of Vietnam, the Hanoi government is no
longer restricting the infernet freedom of just Viethamese citizens. I is also infringing on
the rights and privacy of nefizens around the world. The cyberaffacks and theft of user
dafa may also violate nafional laws. Entifies within Vietnamese behind these illegal
activities must be held fo account.

2. Call on the Viethamese government to respect internet freedom

The Viethamese government must repeal laws that criminalize peaceful expression. In
particular, Decree No. 97/2008/ND-CP on management of blogs and the Ministry of
Public Security’s order shufting down Facebook are inconsistent with internafional human
rights conventions to which Vietnam is a signafory. Infernet censorship is also contrary fo
the Viethnamese government’s stated aim of developing a knowledge-based economy.

3. Demand that the Viethamese government release imprisoned bloggers and cyber
activists

You can bring pUb|IC affention to the cases of Viethamese bloggers and acfivists who

COMMENDATIONS

have been imprisc sion. Express your solidarity with these

~ . prisoners of consci eir families.

mvention methods

Promote knowle
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journalists, human rights
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HUMAN RIGHTS FOR

VIETNAM

VIET TAN ‘

About Viet Tan

The mission of Viet Tan is fo overcome dicfatorship, build fthe foundafion for a
sustainable democracy, and demand justice and human rights for the Viethamese people
fhrough a nonviolent sfruggle based on civic parficipation.

How to Get Involved

Supporf Vief Tan’s current campaigns and lef us know if you would like fo parficipafe in
the next Vief Tan activity in your area.

Visit our websife, join our mailing list and help spread information about our activities
and fthe situation in Vietnam. You can also follow us on Twifter and Facebook.

We welcome new members and supporfers who wish tfo confribute fo the change they
want fo see in Vietnam.

www.viettan.org/en | www.facebook.com/vtddemocracy | www.twitter.com/viettan

www.vieftan.org/en




