Anited States Senate

WASMINGTON. DC 20510

July 17,2018

Mr. Mark Zuckerbery
Cheef Executive Oflcer

Facebook, Inc.
| Hacker Way
Meado Park, California 94025

Dear Mr. Zuckerbery:

Facebook and Google have played an enormous role in Vietsam, enalling millions of
Victnamese 1o exchange information, stay in touch with families and friends overscas, and

This could all be at risk as the Victnamese povernment continues its crackdown on free
expression aad peaceful politcal advocacy. We are deeply concernad by the new cybersecurity
law enacted by the Socialist Republic of Vietnam's National Asseasbly oo Jusc 12, 2018 as the
provisions of the new law contravene imlernational covenants oo human rights and rsise concemns
wndor Vietsam's existing trade obligations.

Thas beoad and vagucly worded law would allow the communist suthorstics 10 access
private data, spy om users, and further reatrict the Eimited online freedoms of speoch sod
expression enjoyed by Vietnamese citizens. It could also be a serious impedisnent on Victnam's
economic potential and fundamentally smpact foreign-— particularly American —businesses in the
COURATY & imternet compamics see roguirad to stare data locally and disclose wser data at the
request of government authorities,

The cyber security law does sothsng 1o profect interoet users. Rather, it is a blatam <ffon
by the Victnamese government 10 ceackdonn on anline expression by enlisting the help of
leading lechnology compamies—especially Facebook and Google—as the law requires the
removal of content within 24 hours of receiving & request from the Manister of Public Security oe
the Ministry of Information and Communications.

it is already being reported that your compasses have removed video conteat and
accounts afler requests by the Vietnamese government, inclading accousts of users in Califomia
and Germany, These are very troubling developesents that we hope you can help us understand.
e censorship of the accounts of Viesnamese- Amsericans is particularly concerning

The cybersecurity law is troubling as it comes o 2 time of immesse backaliding of
rights. There are more than 100 political and religious prisoners in Viesnam right now, including
citizon journalists, bloggers, religious leadors, and labor and democracy advocates, The
Vietnamese government has a near-30tal control on the free flow of information. Accoeding 2o
Reporters Without Boeders” 2018 Waorkd Press Freodom Index, Vietnam ranks 175 out of 150
coumnes, and currently 25 peofessional and citizen journalists arc behind bars.

We e you 1o live up to your stated missions 10 promote openness and connectivity.



Specifically, we ask that your companics:

1) Refrain from storing user data within Victnam if doing so means that it can be
impeoperly seized at sy time by the Ministry of Public Security.

2) Establish tramsparent guideldines with respect 1o content remsoval. While we
understand the need %0 have clear community standards, il is not acceptable to
take down political speech or the comsent of ¢itizen joumalists sinply because the
Victnamese authocities or the army of government-backed “public opénion
shapens™ have wrped you to do so,

3) Promptly publish the number of requests from the Govenment of Victnam for
the removal of comtent and the number of times your company complied with

such requests,

4) Promptly and confidentially share with the Hosse Commisiee om Foreign
AfTairs and Senate Commitiee on Forelgn Relations and the Department of State
all requests for user data from the Vietnamese authoritics and indicate which ones

you complicd with so we can assess who s being targeted and why,

If the Victnameso government is coercing your companies 10 2id and abet consorship, this
ks an issue of concern that meeds to be mised diplosatically and at e highest Jevels. As
Members of Congress, we wish to discuss with you cur concerns aboul the sew cybersecurity
haw and its effects on your companics.

Sincerely,

MnmoRuNo W
U.S. Senatce US. Senatoe

g
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CC: Sundar Pichai, Chief Execative Officer, Google, LLC.



