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The Vietnamese government billed To Lam’s talk at Columbia University as a “policy speech” but feared
commentary on the policy

| INTRODUCTION

The Vietnamese government stepped up its online censorship as To Lam — general secretary and
president of the Socialist Republic of Vietnam — traveled to New York from September 21 to
25, 2024 to address the United Nations Summit of the Future. The former Minister of Public
Security also met with world leaders, business groups, and students and faculty at Columbia
University, often stressing the importance of adhering to international law to maintain peace and
stability.

As To Lam was promoting the idea of open dialogue and cooperation, Meta restricted
Facebookers in Vietnam from accessing content about his trip at the behest of Vietnamese
authorities.

For example, a political cartoon depicting To Lam holding onto a tightrope between flags
representing the United States and China was made unavailable in Vietnam because of a legal
request from Hanoi’s Ministry of Information and Communications. According to a notification
from Facebook to the admin of Viet Tan’s page: “We complied with the request after conducting
a legal and human rights assessment. Your content can still be seen by people in other locations.”



Sep 25, 2024
Your post is unavailable in
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Because of a legal request from Vietnam
Ministry of Information and Communications we
have to restrict access to your post.
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e Where this happened

“Secretary-President To on the Tightrope ”. Source: Viet Tan’s Facebook Page

Ironically, this cartoon reflected the foreign policy position that Hanoi officials have branded as
its bamboo diplomacy. During the Columbia World Leaders Forum on September 23, 2024, To
Lam gave a cautious, muddled answer to a question on how the United States should deal with
the People’s Republic of China.

In the week around To Lam’s visit to the United States, over 100 pieces of content on the Viet
Tan Facebook page were blocked in Vietnam. Based on our analysis, Meta also restricted content
of numerous other Facebook accounts operated by Vietnamese citizen journalists and human
rights defenders during this time.

Meta seems to have increasingly complied with the censorship requests of the Vietnamese
government. From January to September 2024, approximately 1,000 posts and videos on Viet
Tan’s Facebook page were restricted in Vietnam. Analyzing the content of the blocked posts
reveals the topics that the Vietnamese government attempts to control.

Over 80% of the blocked posts were about the top leaders in the Vietnamese Communist Party.
In particular, discussion about the declining health of Nguyen Phu Trong, who died in July, had
the most frequent government takedown requests. Viet Tan’s Facebook page was also restricted
from posting about Vuong Dinh Hue and Pham Minh Chinh. Vuong Dinh Hue was the Chair of
the National Assembly until he was forced to resign on April 26 amid a corruption probe. Pham
Minh Chinh is the current Prime Minister, one of the four most powerful positions in Vietnam
politics, and also facing corruption allegations.


https://worldleaders.columbia.edu/content/general-secretary-president-lam-viet-nam
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Content blocked in Vietnam due to local law (data from Viet Tan’s Facebook page, January - June 2024)

The Vietnamese communist leadership has undergone an unprecedented power struggle. With the
14th Party Congress approaching in early 2026 to determine the next leaders, there has been a
jostling for the top political positions, which was reported on both state media and international
outlets. Nearly all of these developments were initially discussed on social media. Moreover,
many of the posts deemed as violating local law were later confirmed to be true and even covered
by state media — such as the resignation of Vietnamese President Vo Van Thuong on March 20
and the confirmation of Public Security Minister To Lam as the new president two months later.

The Washington Post previously reported that Meta had adopted an internal list of Vietnamese
Communist Party officials who should not be criticized on Facebook. Although Meta has not
disclosed this “do not criticize” list, the content restrictions experienced by Viet Tan’s Facebook
page suggests that Meta will comply with Vietnamese government censorship requests involving
the current and prospective holders of the top four positions (party general secretary, state
president, prime minister, National Assembly chair).



https://vnexpress.net/trung-uong-dong-y-ong-vo-van-thuong-thoi-chuc-chu-tich-nuoc-4722542.html
https://apnews.com/article/vietnam-president-vo-van-thuong-resigns-790f04b8b0507d73d385e82cd29a1360
https://www.washingtonpost.com/world/2023/06/19/facebook-meta-vietnam-government-censorship/

| DEFENDING VIETNAM’S DIGITAL FUTURE

To Lam declared at the UN Summit of the Future that scientific and technological achievements
should promote cooperation instead of being tools against peace, development, and justice. With
this messaging, he hoped to whitewash his image as a police general responsible for grave human
rights abuses and to entice leading tech companies such as Meta, Google, and SpaceX to invest in
Vietnam’s digital future.

However, the Hanoi government continues to control technology to protects its power. While the
business meetings in New York were happening, the Vietnamese authorities infringed on the
right of Vietnamese citizens to receive and impart information. International investors should be
wary of the promises that Vietnamese authorities make when policies such as the 2019
Cybersecurity Law require companies to open data centers and abide by content control requests
of the government.

In terms of Meta’s responsibilities, it describes a commitment to upholding human rights and
using a due diligence assessment to ensure international human rights standards even if local
laws counter such values. However, the blocking of political content in Vietnam, as experienced
by Viet Tan’s Facebook page, does not match Meta’s commitments as a member of the Global
Network Initiative or its Corporate Human Rights Policy.

It is worth noting that Vietnam is an outlier in Southeast Asia. Indonesia, the Philippines,
Thailand, and Vietnam are among the top ten countries with the largest number of Facebook
users. According to Meta’s 2023 transparency report, the Vietnam government submitted the
least requests for restriction out of the other Southeast Asian nations, but, the majority of the
content controlled was allegedly “information which distorts, slanders, or insults the reputation of
an organization or the honor and dignity of an individual.” In comparison, the majority of content
restriction requests from Indonesia and the Philippines were about gambling, consumer policy,
and employment fraud. The majority of content taken down in Thailand also revolved around
consumer products, and just 6% of the cases involved the lése-majesté law, where it is illegal to
“defame, insult, or threaten the monarch of Thailand.”

The line between repressing freedom of expression and restricting content based on insulting
political leaders can be quite artificial. Many of the posts restricted on Viet Tan’s Facebook page
in 2024 were about current events covered to some extent by Vietnamese state media.

Another challenge to the Facebook platform in Vietnam is content moderation. As detailed in a
previous Viet Tan paper (see Censorship by other means), malicious online networks falsely
report content for violating Meta’s community standards. The posts get completely taken down
and the Facebook account or page experiences a drastic slow down in overall viewership —
which immobilizes pages advocating for human rights when sharing time-sensitive information is
a means to combat state abuse.



https://en.baochinhphu.vn/full-remarks-by-general-secretary-and-president-to-lam-at-2024-un-summit-of-the-future-111240923093819143.htm
https://viettan.org/en/wp-content/uploads/sites/2/2024/09/Open-Letter-Calling-for-Sanctions-Against-General-To-Lam-for-Gross-Human-Rights-Violations-in-Vietnam.pdf
https://transparency.meta.com/reports/content-restrictions/content-violating-local-law
https://www.statista.com/statistics/268136/top-15-countries-based-on-number-of-facebook-users/
https://transparency.meta.com/reports/content-restrictions/country/VN/
https://transparency.meta.com/reports/content-restrictions/country/ID/
https://transparency.meta.com/reports/content-restrictions/country/PH/
https://transparency.meta.com/reports/content-restrictions/country/TH/
https://viettan.org/en/censorship-by-other-means/

| RECOMMENDATIONS

Open access to information is a benefit for everyone with a stake in Vietnam’s future, including
its own people and foreign investors.

Since the Vietnamese government considers all content by activists groups as “sensitive” and
potentially violating local law, Meta needs to better articulate how it determines when content
should be censored for local users. For example, will an informal request from Vietnam’s
Ministry of Information and Communications be sufficient? Or should the request also be
accompanied by a court order? And what if the underlying content merely expresses a widely
held political opinion?

Furthermore, the lack of means to appeal the content restriction is a challenge for Facebook
users. In the latest series of content restrictions in Vietnam, the Facebook notification
recommends the page’s admin to “contact the Vietnam Ministry of Information and
Communications.” But this becomes a moot suggestion as Vietnam’s political structure preserves
authoritarian power rather than tolerates political participation and dialogue.

Transparency is clearly an important practice in protecting freedom of expression. The latest
Meta transparency report on Vietnam for content restrictions based on local law dates back to the
last half of 2023. With Meta’s technological capacity, this data should better reflect real time
instances. Providing the latest information on the type of content restricted would raise awareness
about the topics that concern the Vietnamese authorities. Greater transparency would help Meta
maintain its commitment to giving people a voice to build community and hold the Vietnam state
accountable to its human rights commitments.



https://transparency.meta.com/reports/content-restrictions/country/VN/?source=https%3A%2F%2Ftransparency.facebook.com%2Fcontent-restrictions%2Fcountry%2FVN
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1/ “IS TO LAM FACING INCREASING

INTERNAL OPPOSITION?”

2/ SENIOR VIETNAMESE LEADERS HAVING
TO RELY ON THEIR NOTES

People in Vietnam won'

This is because we received a legal request from Vietnam Ministry of
Information and Communications to restrict access to your post for going
against local law.

We complied with the request after conducting a legal and human rights
assessment.

Your content can still be seen by people in other locations.
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September 23 at 9:00PM - Q

Thé ché tre ctia T6 Lam bi chiin dimng, Iuc Iugng chdng T8 dang I6n
manh?
23/09/2024

Ké tif khi thanh céng triét ha V6 Van Thudng, Vuong Dinh Hué va
Trudng Thi Mai, sau dé Ia céi chét clia 5ng Nguyén Phu Trong, thi
thé clia T6 Lam thdng “nhu ché tre”. Lic dé, dudng nhu khéng c6
thé Ic nao cd thé ngén can dudc éng.... See more

Lan song chong doi
T6 Lam ngay cang gia tang
trong ndi ho?

3/ SIX NGOS CALLED ON PRESIDENT BIDEN
TO SANCTION TO LAM FOR HUMAN RIGHTS
ABUSES

a Thursday, September 26, 2024 at 11:17 PM
People in Vietnam won't see your post

This is because we received a legal request from Vietnam Ministry of
Information and Communications to restrict access to your post for going
against local law.

We complied with the request after conducting a legal and human rights
assessment.

Your content can still be seen by people in other locations.

Viét Tan ©
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September 25 at 3:29AM - @

Sau td chic phi chinh phu gui
thu ngo téi Tong thong My Joe
Biden, cuing lanh dao cac nuéc
phudng Tay khac, dé nghi diéu
tra va cé bién phap cam van doi
V@i tuéng Cong an To Lam

Thursday, September 26, 2024 at 11:17PM
People in Vietnam won't see your post

This is because we received a legal request from Vietnam Ministry of
Information and Communications to restrict access to your post for going
against local law.

We complied with the request after conducting a legal and human rights
assessment.

Your content can still be seen by people in other locations.

Viét Tan ©
Published by
L]
September 25 at 9:00AM - @

V6 Van Thudng sif dung “PHAO” khi chép sé tang.
T6 Lam I4t tai liéu da soan sdn khi duge phdng van. Héa ra dng nao
cling dung “PHAO"

COLUMBYS ™ WVERSIT
WORLD ‘ FORL

MBIA UNIVERSITY
D LEADERS FORUM

~ NGAN NGAM
LANH DAO CAP CAO
VIET NAM

4/ “ANOTHER PROMISE FROM THE PRIME
MINISTER!”

Wednesday, September 25, 2024 at 4:22PM
People in Vietnam won't see your post

This is because we received a legal request from Vietnam Ministry of
Information and Communications to restrict access to your post for going
against local law.

We complied with the request after conducting a legal and human rights
assessment.

Your content can still be seen by people in other locations.
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September 24 at 3:05AM - @
THU TUONG LAI CAM KET!

Phit biéu truéc céc doanh nghiép tu nhan I6n, Thi tuéng nhan
manh: Chinh phi cam két ludn ddng hanh, bao vé quyén va Igi ich
hop phép, chinh dang clia doanh nghiép trong bét cif hoan canh
nao; khdng hinh sy hda cac quan hé kinh t&; nghién ciru, bai bd céc
gidy phép con. (theo VOV.VN)

Nhin méy céi BOT khi chua Iam thi bao dan cé quyén Iya chon, bao
hoan thanh thu phi xong tra vé cho nha nuéc rdi dan di mién phi. Gig
tra vé xong lai néi khdng cé tién ba... See more
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5/ SALT BAE HAS 5 RESTAURANTS IN THE 6/ TO LAM CALLED ON THE WORLD TO

U.S., INCLUDING IN NEW YORK WHERE TO SHARE TECHNOLOGY WITH VIETNAM BUT
LAM WILL ATTEND THE UNGA WHAT HAS VIETNAM CONTRIBUTED?

0 Today at 3:52PM

0 Thursday, September 26, 2024 at 11:10 PM
People in Vietnam won't see your post

This is because we received a legal request from Vietnam Ministry of
Information and Communications to restrict access to your post for going

against local law.

We complied with the request after conducting a legal and human rights

assessment.

Your content can still be seen by people in other locations.

September 21 at 8:30AM - @
Lan nay thi T6 Dai &n bd dét vang ngap miéng ludn nhé.

) S NHA HANG O MY, DAC BIE

THANH PHO NEW YORK. NOI T0 LAM \l DEN

B THAM DU HOI NGHI CUA LHQ

7/ TO LAM READING HIS PREPARED

ANSWERS

0 Thursday, Septem at 11:18 PM

nber 2 4
People in Vietnam won't see your post
This is because we received a legal request from Vietnam Ministry of

Information and Communications to restrict access to your post for going

against local law.

We complied with the request after conducting a legal and human rights

assessment.

Your content can still be seen by people in other locations
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September 25 at 3:00AM - @

Séng 23/9/2024, Téng Bi thu T6 Lam dudc mdi tra 13i phong van cla

ba Gio su Nguy&n Thi Lién Hing, Giam déc Vién nghién ciu Dng
A Weatherhead, Dai hoc Columbia).

Ong Té Lam nhan I8 phong vén véi diéu kién phai dua cau héi trudc,
dé soan sin cau tra I3i. Khi dén Ong T6 Lam dem ra cdm diu xudng

doc.

Nha van D Hoang Diéu & My, da nhan xét sau khi xem cudc phong
vén nhy sau:

*...Chidu nay 8ng Té Lam c6 budi néi chuyén tai Dai hoc danh tiéng
Columbia. Quén 4o, gidy tit, téc ... See more

L COILUMBIA UNIVEF
TBTToLam | LEADERS
cam dau doc cau ‘
| traloi soan san ‘
Al trong cugc phong van )

People in Vietnam won't see your post
This is because we received a legal request from Vietnam Ministry of Public
Security to restrict access to your post for going against local law.

We complied with the request after conducting a legal and human rights
assessment.

Your content can still be seen by people in other locations.

Viét Tan @
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September 25 at 2:00PM - Q
CAN NHIN LAI VIET NAM DA BONG GOP BUGC GI

Ngay 22/9, tai H3i nghi Thugng dinh Tudng lai, Td Lam da phat biéu:
"C4c nudc 18n cén hanh xif ¢é trach nhiém, chia sé thanh tyu chung
trong nghién clfu khoa hoc - cdng nghé dé cling phat trién".

Chéc vi chdi tai qua nén dai dién cac nudc khac da bé ra ngoai hon
2/3.... See more
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T0 LAM KEU 601 CAC NudC LON
CHIA SE THIugH TUU KHOA HOC CONG NGHE
DE CUNG PHAT TRIEN

8/ THE MISDEEDS OF TO LAM

Wednesday, September 25, 2024 at 5:14 PM

People in Vietnam won't see your post

This is because we received a legal request from Vietnam Ministry of
Information and Communications to restrict access to your post for going
against local law.

We complied with the request after conducting a legal and human rights
assessment.

Your content can still be seen by people in other locations.

September 23 at 4:00PM - @
NHUNG GIAI DOAN DEN TOI TRONG SU NGHIEP CUA TO LAM
T6 Lam, mét cai tén khdng con xa la trong chinh trudng Viét Nam,
d3 tifng gy x6n xao du ludn véi nhimg sy kién ndi bat nhu 3n bd dat
vang, vu Xuén Cau va AVG. Nhiing sy kién nay khéng chi phan anh
phong cach séng xa hoa ma cén 13 nhiing déu &n trong sy nghiép
day tranh céi cia dng.
Hinh anh T8 Lam 3n bd dat vang tai mdt nha hang sang trong & nuéc
ngoai di gay bio mang x4 hdi, 1am déy I&n tranh c3i vé I6i séng xa
hoa clia céc q... See more

THANH TICH BAT A0 C{A
T0 LAM




The internet has helped open up Vietna
world. In the absence of a free press, citi
news and debate national issues. The

~ development of civil society offline.

As part of Viet Tan’s Internet Freedom Campai
stakeholders and Vietnamese activists to:

. Challenge arbitrary legal statutes and content takedowns re
expression

-

» Urge big tech companies to ensure a safe and open online enVIronment"W"
addressing adversarial harmful networks and other soglal harms

*  Support citizen journalists and imprisoned cyber act”T%t

f facebook.com/viettan
W @viettan viettan.org .
@dongvie'r'ron media@viettan.org
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https://twitter.com/viettan
https://www.instagram.com/dangviettan/
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